Instruction

Z-Wave Zniffer User Guide

Document No.: INS10249

Version: 7

Description: Description of the Z Wave Zniffer development tool used for detecting RF
communication in a Z Wave network. The tool is used during SW application
development for debugging etc.

Written By: JFR;JRM;DDA
Date: 2011-09-28
Reviewed By: CHL;JKA;JFR

Restrictions: Partners Only

Approved by:

Date CET Initials Name Justification
2011-09-28 10:08:00 NTJ  Niels Thybo Johansen

This document is the property of Sigma Designs Inc. The data contained herein, in whole

or in part, may not be duplicated, used or disclosed outside the recipient for any purpose. SIGM&a
This restriction does not limit the recipient's right to use information contained in the data if

it is obtained from another source without restriction.

CONFIDENTIAL



INS10249-7

Z-Wave Zniffer User Guide 2011-09-28

REVISION RECORD

Doc. Rev Date

1 20031126
2 20051004
2 20070301
3 20070820
3 20070830
3 20070903
3 20070927
4 20071119
5 20071119
6 20071228
7 20110519

By
JFR
TKR
MVO
JRM
JFR
IHM
IHM
IHM

IHM

IHM

IHM
IHM

DDA

Pages
affected
5

All

All

All

All

All
All

All

All

All
All

All

Brief description of changes

RSSI hardware modification can be omitted

Added 40kbps support and various GUI enhancements
New 1% page/header/footer contents. New Doc No.
GUI description and installation updated

Getting Started section has been updated.

New features (Duty Cycle Watcher, Frame Flow Diagram, Filters) have been
described.

Changes according to Product Specification of Zniffer and XML Editor
enhancements. RSSI section has been removed.

New features (Statistics Summary, toolbar buttons, Properties dialog) have been
added

Figures/screenshots have been updated.

Chapter “3. Getting Started” has been revised.

Chapter “5. Capturing live RF traffic” has been enlarged.

Some missing topics in chapter 5 “Capturing live RF traffic”, chapter 7 “Working with
captured packets” and chapter 8 “Statistics” have been restored.

New topic “Working with encrypted frames” has been added to chapter 7 “Working
with captured packets”.

Broken cross-references have been manually fixed.

Some missing abbreviations have been added.

More details about the content of Developer’s Kit CD. More details for the installation
procedure. New “Troubleshoot ...” sections have been created.

Many updates of User interface (menu, toolbar and dialogs). New section with
“Keyboard shortcut” has been added. “Preferences” section has been revised.
More details have been added to all file-related actions, especially to “Export to text
file” and “Merge files”. New “File Properties” section has been added.

More details have been added to “Highlighting frames”. “Filter” section has been
enhanced.

Most of the “Statistics” chapter has been re-written.

Revised and updated to reflect all features of the latest software version.

Sigma Designs Inc.

Revision Record and Tables of Contents Page ii of iv

CONFIDENTIAL



INS10249-7 Z-Wave Zniffer User Guide 2011-09-28

Table of Contents

1 ABBREVIATIONS . ...ttt et e b e e e bttt e e e b bt e e e abbe e e e e anbae e e e anbeeeanbbeeeeennees 1
2 |\ I 2 (@ 151U @ I [ ] PP PRPPPP PRI 1
2.1 WhAL QS Z-WaVE ZNITTEI ...ttt e e e e s et e e e e e e e e sanbbeeeaaae s 1
2.2 PUIMPOSE ... 1
2.3 AUIENCE AN PrEIEYUISITES .....eeeieiieeiie ittt e e e ettt e e e e e et b bt e e e e e e e e e s b beteeeeaaaasaanbebeeeeaaeeeaanbeeeaaaaeas 1
2.4 Files at DEVEIOPEI'S Kt CD ...uiiiiiiiiiiiiiiiiiiie e e e e sttt e e e e e e s s e e e e e e e s e saa e e e e e e e e s s s santbaaeeeaeeeessrbeneeaaeeas 2
R €1 I N (TS I 2 i I LSRR 3
3.1 CheCK the PrEr@OUISITES........ccviiieeie e e e et s e s e e e e e e s e st e e e e e e e s s s tataeeeeaeeesanntaseeeeeeeeesssnreneeaaanas 3
3.2 Install the Zniffer apPPlICALION. ........cici i e e s e e e e s e e e e e e e ennnnrerereaees 3
3.3 Start the Zniffer @PPlICALION .......ccoiiii i e e e e e e aaa e 9
R @ 10 1 Tod 1S = A 1 o [ SRR 10
3.5 ReMOVE Z-WaAVE ZNIfOF ..iieiiieei e e e e e e e e 11
3.6 Troubleshoot installation ProbIEMS ..........ocuiiiiiii e 12

3.6.1 Installation stops without .NET FrameWork ...........c..uuiiiiiiiiiiiiii e 12

3.6.2 Installation Stops With @n Error MESSAQE ....ccuiii i it a e e 12
R U S 3 1IN I S O TSP 13
4.1  Layout of the Zniffer Main WINAOW .........ccccuuiiiiiie i e e e e s e e e e e e e s sanreees 13
N /1= o 11 o - PSPPI 14

N R 1 1= 4= o T PP 14

N o 11 4= o O PSP PP 15

N B =TV o =T o T PSPPSRI 16

4.2.4 (@21 o1 U1 1= 01T 0T PR 17
e T I 1 1= (0T o T SRR 18
4.4 Keyboard SNOIMCULS .........oiiiiiiie et e e e e e b e et e e e e ennees 21
I S £ 1 4[N S o= 1= S PP PP PP PP 23
4.6 Frame DetailS WINOOW ..........ooiiiiiiiiiiiiie ettt ettt et e e e e e s bbbt e e e e e e s e e aanbbeeeeeae e s nnreneees 23
o I 1 1 L= = LU S o = U ST RRPP P 24
5 CAPTURING LIVE RF TRAFFIC ...ttt ettt ettt e st e e s atee e e entae e e e ntae e e e nnnaea e e e 26
L% A [ 011 7 To 18X 1o ) o 1R SRR 26
LI o €= (=0 [ 1] (=SSR 26
LI T - Yo (¥ 1o TN T (=1 o - o] = 2R 26
Lo 7= 1 A o= o (U [ oo SR 27
LR T == 10 1YY o= o] [ ¢ o R 27
LG IS (o] o W oZ=T o1 (0] ] o IP ST T PP PPPPP 27
5.7  ReStart @ running CAPIUIE.......cooiuiiiiiiiiie ettt sttt e e ettt e e s et et e e e st e e e e snbb e e e s anreeesannees 27
5.8  SaviNg the trace t0 @ filE.......ueii i 28
5.9  Troubleshoot CapturiNg fraMES. .......ooi i e e e e e e e e e e sreeees 28

5.9.1  Capture starts but Frame LiStiS @MPLY .....cooiiiiiiiiiiiiiiii et ee e e 28

5.9.2 Frame List does not scroll automatiCally .............ccuveiiiiiiiiiii e 28
I o T 1| U 17 1O 1 = O PP RRR 30
S0 A © 0T o 1 11 - PR 30
T A S - Y= I T 1= SRR 31
6.3  Add a comment t0 the traCE ........ooi i 31
6.4 Open files saved in older Zniffer fOrMatS .........ccuviiiiiie e 31
7  WORKING WITH CAPTURED PACKETS ..ottt ittt ittt sttt sttt e s snibe e s snsbe e e s anbee e s snneas 32
7.1 Navigation WIthin fTAMES ........oueiii et e e snnnee s 32

7.1.1 Navigation With GO TO LiN€ dI@lOg........ouueeiiiiiiiiiiiiiiee et 32

7.1.2 Navigation with Find frame dialog .........c..eeeiiiiiiiii e 32
Sigma Designs Inc. Revision Record and Tables of Contents Page iii of iv

CONFIDENTIAL



INS10249-7 Z-Wave Zniffer User Guide 2011-09-28
7.2 HighlIighting frAMES.....coi ittt et e e e st e e e e e e s s ba b b e e e e e e ennnbeeeaaaaeas 33
7.3 USING AISPIAY TIILEE ..ttt e e e ettt e e e e e e s e abn et e e e e s annbeeeaaaeeas 33
A e o1 (o] - Yot 11V {11 1= £ ST RRR 34
7.5 Working With encCrypted framMES ..........uiiiiiiiie e e e e e e e e e e e e raa e e 34
FA T 1[0 1T o A N D - L= Lo | = 14 LSRR 36
7.7 Transport SErviCe DatagramS .....cccciicuuriiieiieeeis it er e e e s s s st e e e e e e e s ssntaeaereaaeeessassnaeeeeaaeseaaansnreeaens 37
48 T A= L (o] o PRSP 37
7.9 Best practices in handling the framMES .........cooi i 39

7.9.1  Select the SPECIfIC frAMES. .......viii it e e 39

7.9.2  Operate the [arge CAPIUIE. ........eii ittt e et e e e s sbb e e e e s sbbe e e e s sebeeeees 39
7.10 Editing the Command Classes XML il ......coouiiiiiii e 39
8  REFERENGCES .......ooii oottt ettt s e e e e e s ettt e s et b et e e s ate e e e et tae e e s s taeeeeansaeaeaansbeeeensreeeeennres 41

List of Figures

Figure 1. Welcome page of Z-Wave Zniffer INStallation ... 4
Figure 2. INSallation FOIUET ........cooiiiiii e et e et e e s b e e s e b e e e e eneee 5
FIQUIE 3. LICENSE AQIEEMIENT .....eeiiiiiiiie ittt e ettt et e e e oo e ta b b et e e e e e e s e s s abbebeeeaaaessannbebeeeeaaeanbnbeeeaaaeeaanns 6
Figure 4. Confirmation page of Z-Wave Zniffer Installation.............ccccooiiiiii e 7
Figure 5. INSTAllAtioN PrOGIESS ......eeiiiaaiiiiiiiiitet ettt e e e et b bttt e e e e e e s e e b b be et e e ae e e s e aanbbeeeeaaesaannbabeeeaaaeaeanns 8
Figure 6. INStallation COMPIELE. .. ..uiiii it e e e e s e s r et e e e s e s s at b e e e e e e e s sasrnreeeeaaeaeans 9
1o T TS = T 0 1 =Y o1 PR 10
Figure 8. Add or REMOVE Programs WINGOW...........ccuuiiiiiieeeiiiiiiiieeee e e s e siitraae s e e e e e s s ssnrsseseeeeesssnnnrsnaeseeasanas 11
Figure 9. Confirmation message for Z-Wave Zniffer removal ............cccooociiiieiii e 11
Figure 10. Problem with .NET FrameWOIK ..........cciiiiiiiiiiiie oo e e e e e e s n e e e e e e nnnnaneeee e e s 12

Figure 11.
Figure 12.
Figure 13.
Figure 14.
Figure 15.
Figure 16.
Figure 17.
Figure 18.
Figure 19.
Figure 20.
Figure 21.
Figure 22.
Figure 23.
Figure 24.
Figure 25.
Figure 26.

Problem with Zniffer INSTAllAtIoN ...........oooiiii e s 12
Z-Wave Zniffer main application WINAOW .............cccoiiiiiiiiiiiii e 13
Frame DetailS WINGOW .........coiiiiiiiiiiiie ettt e e e s e e e e e e e s s st aee e e e e e e s e srnteeeeaeeeean 24
IS = LU T o - T SRRSO 24
(D2 (= To o g is3e [F= 10T PR 26
Clear the capture confirmation dialog .............uueeieiiiiiii e 28
(@] 07=T B i1 (=30 [ =1 (oo TP 30
L€ To I o T I T Y=o [T 1 oo [P SRR 32
[ TaTo I =T g g =T [T 1 (oo PSR 32
Quick filter drop-down list for Destination COIUMN ...........cccciiiiiiee e 34
Decrypt button in the Frame Details WiNAOW..........cooviviiiiiireee e e e e e sseneeeee s 35
[ 1ot o1 o] I 1= Yo 7= 1T TSR 35
Notification tooltip abOUt INCOIMECE KBY ........viiiiiiiie it 36
BIOWPAN Datagrams PAINE .......ocuueieeiiiiieeeiitee ettt e ettt ettt e s st e e e sbre e e e abbe e e e anbe e e e e snbeeeenreas 37
WALCh Criterial QIBIOT ... .vveeeeiiiiie ettt e e et e e snnneee s 38
Watch window diSPlays fraAMES ........ooiiiiieiiee e e e e 39

Sigma Designs Inc. Revision Record and Tables of Contents Page iv of iv

CONFIDENTIAL



INS10249-7 Z-Wave Zniffer User Guide 2011-09-28

1 ABBREVIATIONS

Abbreviation Explanation

ANZ Australia and New Zealand, 921.42 MHz frequency

CD Compact Disc

COM Serial port interface on IBM PC-compatible computers

EU European Union, 868.42 MHz frequency

HEX Intel HEX is a file format for conveying binary information for applications like
programming microcontrollers, EEPROMSs, and other kinds of chips

HK Hong Kong, 919.82 MHz frequency

ID Identification number

IN India, 865.22 MHz frequency

JP Japan, 950.95 MHz frequency

MY Malaysia, 868.2 MHz frequency

NaN Not a number

PC Personal computer

RF Radio Frequency

RSSI Received Signal Strength Indicator

SwW Software

TF Test Frequency

us United States, 908.42 MHz frequency

USB Universal Serial Bus, a serial bus standard to interface devices

XML Extensible Markup Language

2 INTRODUCTION

2.1 What is Z-Wave Zniffer

The Z-Wave Zniffer application is a development tool for capturing Z-Wave RF communication and
presenting the frames in a graphical user interface on a PC. The tool shows the node ID of the Source
and Destination for the communication, the type of frame [2] being sent, and the application content, i.e.
the specific command, which is being sent.

The Zniffer tool listens passive to the Z-Wave network traffic, and will only display the RF
communications taking place within direct RF range. Be also aware that Zniffer can occasionally miss RF
communication even from Z-Wave nodes within direct range.

2.2 Purpose

The purpose of this document is to describe the Z-Wave Zniffer development tool used during SW
application development for debugging etc.

2.3 Audience and prerequisites

The audience is external R&D software application programmers.

Sigma Designs Inc. Abbreviations Page 1 of 41
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2.4  Files at Developer’s Kit CD

The Z-Wave Zniffer includes the Windows application and an embedded application hosted by the

Z-Wave Module operating as sniffer.

The Developer’s Kit CD contains the “\data\DevKit\Tools\Zniffer\” folder with the following sub-folders and

files:

Filename

Description

\PC\setup.exe
\PC\ZnifferSetup.msi

Microsoft Windows Installer files for Z-Wave Zniffer
(Windows application)

\Z-Wave_Firmware\sniffer_zw020x_anz.hex
\Z-Wave_Firmware\sniffer_zw020x_eu.hex
\Z-Wave_Firmware\sniffer_zw020x_hk.hex
\Z-Wave_Firmware\sniffer_zw020x_in.hex
\Z-Wave_Firmware\sniffer_zw020x_my.hex

\Z-Wave_Firmware\sniffer_zw020x_us.hex

The hex file required for running the Zniffer on an
EU/US/ANZ/HK/IN/MY ZW0201 based Z-Wave
module. This module supports 9.6 kbps and 40 kbps
RF communication.

\Z-Wave_Firmware\sniffer_zw030x_anz.hex
\Z-Wave_Firmware\sniffer_zw030x_eu.hex
\Z-Wave_Firmware\sniffer_zw030x_hk.hex
\Z-Wave_Firmware\sniffer_zw030x_in.hex
\Z-Wave_Firmware\sniffer_zw030x_my.hex

\Z-Wave_Firmware\sniffer_zw030x_us.hex

The hex file required for running the Zniffer on an
EU/US/ANZ/HK/IN/MY ZW0301 based Z-Wave
module. This module supports 9.6 kbps and 40 kbps
RF communication.

\Z-Wave_Firmware\sniffer_zw040x.hex

The hex file required for running the Zniffer on a
ZW040x based Z-Wave module. This module supports
9.6 kbps, 40 kbps and 100 kbps RF communication on
all frequencies.

If your computer is set up to play automatically the CD or DVD when it is inserted and you opened the
browser with Z-Wave Developer's Kit start page, then select “Developer's Kit SW” in the horizontal
navigation bar at the top of the page and then select “Explore the software directories here” link to open
the appropriate parent folder at Developer's Kit CD.

Developer's Kit CD contains also the Z-Wave Zniffer User Guide. If you opened the browser with Z-Wave
Developer's Kit start page, then click the “Software documentation” in the horizontal navigation menu on
the top of the page. At the Software documentation page that is opened, select “Z-Wave Zniffer User
Guide” link to open the User Guide. This requires Adobe Reader (or Acrobat Reader) or any other PDF

reader software to be installed on your computer.

If you prefer to manually explore the files, the User Guide is located at
“<optical_drive_name>\data\SW_DOC\INS10249-5 - Z-Wave Zniffer User Guide.pdf”.

Sigma Designs Inc.
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3 GETTING STARTED

3.1 Check the prerequisites

The following components should be pre-installed on the machine that you need to run Z-Wave Zniffer
Windows application:

1. .NET Framework, version 3.5 or later

2. Windows Installer 3.0 (Windows Installer 3.1 or later is recommended)

Limitation: Z-Wave Zniffer has been tested on Windows XP with Service Pack 2 (32-bit platform),
Windows 7 (both 32-bit and 64-bit platforms) and requires the prerequisites listed above.

Important: Make sure you have the latest service pack and critical updates for the version of Windows
that you are running. To find the recent security updates, visit Windows Update.

3.2 Install the Zniffer application

=

Exit all programs.

2. In Microsoft Windows, click the Start button, and then click Control Panel.

3. In Classic view, double-click Add or Remove Programs.

4. Click Add New Programs, and then click CD or Floppy.

5. Click Next and then click Browse to locate the “setup.exe” in the
“<optical_drive_name>\data\DevKit\Tools\Zniffer\PC” folder on Z-Wave Developer’s Kit CD or
“<drive name>\DevKit_x_xx\Tools\Zniffer\PC” folder on your hard drive in case you installed

Z-Wave Developer’s Kit already.

6. Click Finish to start the installation. The welcome page appears as shown at Figure 1.
Please note the copyright notification and click Next button.

Sigma Designs Inc. Getting started Page 3 of 41

CONFIDENTIAL



INS10249-7 Z-Wave Zniffer User Guide 2011-09-28

i Z-Wave Zniffer A=l

Welcome to the Z-Wave Zniffer Setup Wizard Qm

The inztaller will guide you through the steps required to install 24 ave Zniffer on pour computer.

WARMIMG: Thiz computer program iz protected by copynght lav and international breaties.
Unauthaorized duplication or distribution of this program, ar any portion of it may result in severe civil
or criminal penalties, and will be prozecuted to the masimum extent possible under the law.

Cancel

Figure 1. Welcome page of Z-Wave Zniffer Installation

7. Select the installation folder and who should be able to use the Zniffer application.
Please note, that it is not recommended to move the Zniffer application manually after it has
been installed into the above specified folder.
When done, click Next.

Sigma Designs Inc. Getting started Page 4 of 41
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i Z-Wave Zniffer A=l
Select Installation Folder Qm

The inztaller will install 2w ave Zriffer to the following folder.

Toinstall in thiz folder, click "Mext”. Tainstal to a different falder, enter it below or click "Browse"'.

Enlder:
C:%Program Files'ensyshewave Eniffert Browse...
Diizk Cost...
Inztall £ ave niffer for pourzell, or for anyone who uses thiz computer:
* Evemyone
" Just me
Cancel <Back | |l Hest> =

Figure 2. Installation Folder

8. License Agreement page appears. Read the license terms for Microsoft SQL Server 2005
Compact Edition Runtime and select “I Agree” if you accept its terms. Click Next button to
continue the installation.

Sigma Designs Inc. Getting started Page 5 of 41
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i Z-Wave Zniffer A=l

License Agreement Qm

Fleaze take a moment to read the licenze agreement now. If you accept the terms below, chick "l
Agree", then "Mext". Othenwize click "Cancel”.

MICROSOFT SOFTWARE LICENSE TERMS for

MICROSOFT SQL SERVER 2005 COMPACT EDITION
RUNTINME

These license tertns are an agreement between Microsoft Corporation

{or based on where vou live, one of tts affiliates) and you. Please read
them. They apply to the software named abowe, which mcludes the

media on which you recetved it, if any. The terms also apply to any v

| Do Mat &gree

Cancel < Back Hest »

Figure 3. License Agreement
Please note, that installation cannot go further without accepting the license agreement. If you
don’t accept them, select “I Do Not Agree” option and click Cancel button. The installation will
stop.

9. Installation confirmation appears. Click Next again to confirm and start the installation.
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i@ 7-Wave Zniffer A=l

Confirm Installation Qm

The inztaller iz ready to install 24 ave Zniffer on pour computer.

Click "Mest" to start the installation.

Cancel < Back

Figure 4. Confirmation page of Z-Wave Zniffer Installation

10. The actual installation procedure will pass with progress indicator and final confirmation appears.
Click Close to complete the installation.
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i'-.% f-Wawve Iniffer

Installing Z-Wave Zniffer Qm
£ ave Zniffer iz being installed.
Fleaze wait...
L Lancel
Figure 5. Installation progress
Sigma Designs Inc. Getting started Page 8 of 41
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i Z-Wave Zniffer A=l

Installation Complete Qm

MW ave Zniffer has been succeszfully installed.

Click "Cloze" o exit.

Fleaze uze Windows pdate to check for any citical updates to the MET Framewark.

........................................

Figure 6. Installation complete

3.3 Start the Zniffer application

You can start the Z-Wave Zniffer using the Start menu. To open the Start menu, click the Start button in
the lower-left corner of your screen. Or, press the Windows logo key on your keyboard. The Start menu
appears.

To open Z-Wave Zniffer, click its icon shown in the left pane of the Start menu that displays the most
frequently used programs list. If you don't see its icon there, click All Programs at the bottom of the left
pane. Instantly, the left pane displays a long list of programs in alphabetical order, followed by a list of
folders. Click Zensys folder and finally Z-Wave Zniffer as shown at Figure 7.
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User

i Internet |;> My Documents
Inkernet Explarer
o ] g My Recent Documents F
w5 E-mail
Ctlaok Express e Windaws Cakalag
& windows Update
“ MSH
) Accessories 3
® Windows Media Playd @ (zames ¥ |
@ Skartup L4

,,_g Windows Messenger|l @& Internet Explarer

_. | 9w
| T YWind wP |
@ Eur nEowS [ @ Outlook Express

e Files and Settings Try ;_. Remote Assistance
g ‘Wizard [

w Paink

All Programs | G Zensys »| Bl z-wave Zniffer v Z-\Wave Zniffer

@] Log OFf ’m | Turn O Compuker

=5 and

L]

I Windows Media Player

Windows Messenger

Windows Movie Maker

4 start

Figure 7. Start menu
Each time you start Z-Wave Zniffer, you are actually running the “C:\Program Files\Zensys\Z-Wave

Zniffer\ZWaveZniffer.exe” executable file, although you do not usually type its name or even see it.

3.4 Quick-Start Guide

Flash the appropriate hex file to a Z-Wave module. Refer to [1] for instructions on how to do this.
Connect the Z-Wave module / Z-Wave Interface module to a COM port on your PC.

Open Z-Wave Zniffer

P w DD PR

Select the COM port from the applications Settings menu, then Port Selection.
You may also check the Frequency Selection item.

5. To start capturing the RF traffic, click the Start button at the toolbar or press F5 key on your
keyboard.

6. To save your log file, click the Save button at the toolbar or press Ctrl+S keyboard shortcut or
your keyboard.
If this is the first time you are saving the file, type a name for the file in the Save As box, and
then click Save.
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3.5 Remove Z-Wave Zniffer

You can uninstall Z-Wave Zniffer from your computer if you no longer use it.
1. Open Add or Remove Programs in Control Panel.

To do it, click Start, then click Control Panel (in Classical View — click Start, then point to
Settings, and click Control Panel), and then double-click Add or Remove Programs.

2. Click the program in the list and then click the Remove button as shown at Figure 8. You can
sort programs by selecting different options in Sort by.

¥ Add or, Remove Programs

\?‘ij Currently installed programs: [1 show updates Sort by: | Name Z |
Change or )
F-!_emgve ﬁ%’ Microsoft JMET Framework 2.0 Size 55, 20ME
Programs
A wirtual Machine Additions Size 0.54ME

% 5 windows Installer 3.1 (KBSI3303)
0

izl 2 -
Add Mew il 2-¥ave Zniffer

Progr anms Click here For support infarmation.

@ To change this program or re b From wour computer,

add/Rermove
Windows
Components

@

Set Program
Access and
Defaulks

Figure 8. Add or Remove Programs window

3. Standard confirmation dialog appears. Click Yes to continue the removal of the Zniffer software.

Add or Remove Programs X

\?(J Are you sure you wank bo remove Z-Wave Zniffer from wour computer?

[ ves | [ Mo

Figure 9. Confirmation message for Z-Wave Zniffer removal

Sigma Designs Inc. Getting started Page 11 of 41
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4. Z-Wave Zniffer and its settings will be completely removed without prompting you further.

3.6 Troubleshoot installation problems
Here are solutions to some common problems with installing Z-Wave Zniffer.

3.6.1 Installation stops without .NET Framework

ii® Z-Wave Zniffer X

Thiz zetup requires the MET Framework version 2050727, Pleaze ingtall the HET
Framework. and min this setup again. The MET Framework can be obtained from the
web, SWwiould pou like to do thiz now?

Figure 10. Problem with .NET Framework

This is caused by lack of the .NET Framework which is the required component as it is described in
section 3.1 “Check the prerequisites”. Please install the .NET Framework and run the setup again.

3.6.2 Installation stops with an error message

I-Wave Iniffer Setup

'j An emaor occumed attempting to install Z-Wave Zniffer.
)

Details == Close

Figure 11. Problem with Zniffer installation

This is caused by previous version of Z-Wave Zniffer that is already installed on your computer and
cannot be automatically removed. To see the details for this error, click Details button. It displays the
reason for this error: "Another version of this product is already installed. Installation of this version
cannot continue. To configure or remove the existing version of this product, use Add/Remove Programs
on the Control Panel.”

If you have encountered this problem, uninstall the previous version using standard Windows tools and
then start the installation of the new version again. For more details see section 3.5 “Remove Z-Wave
Zniffer”.
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4 USER INTERFACE

4.1 Layout of the Zniffer main window

Figure 12 shows Z-Wave Zniffer as it usually looks after some frames captured or loaded from the
previously saved file.

D:\Work\ -traces\some_capture.zIf - Z-Wave Zniffer.

File Edit View Capture Tools Help
N @[] =8 &l A—E g Zoom:  100% -
Fort: Frequency: 932 MHz (TF3 3CH) -
Line Mg T Date Time Speed RSSI Channal Delta T Source ¥ Destini ¥ Home Id T Data T Applicaticn Hex Data
1 16.05.2011 | 15:54:45.142 | 100KBit/: 077 0 0 000 255 F3 FC A3 2C Broadcast Node Info FS FCA3 2C00 0100 19 =
2 16.05.2011 | 15:54:45.731  100KEit/: 076 0 588 000 255 FOFCA3 2C  Broadcast Node Info F9 FC A3 2C 00 01 00 15[ ||
3 16.05.2011 | 15:54:46.409 100KEit!: 074 0 678 000 255 FOFC A3 2C  Broadcast Node Info F9 FC A3 2C 00 01 00 19
4 16.05.2011 | 15:54:47.157 | 100KBitf: 077 0 748 000 255 FOFCA3 2C  Broadcast Node Info F9 FC A3 2C 00 01 00 19
7 16.05.2011 | 15:54:59.861 < 100KEitf: 080 0 1557 001 255 E7EF4CD6  Broadcast Transfer Presentation E7 EF 4C D6 01 01 00 OF
8 16.05.2011 | 15:55:00.018  100KEitf: 070 0 157 000 255 FOFCA3 2C  Broadcast Node Info F9 FCA3 2C00010019|=
9 16.05.2011 | 15:55:00.037 | 100KBit/: 078 2 17 001 000 F3 FC A3 2C singlecast Assign Id F9 FC A3 2C 01 81 00 13
10 16.05.2011 15:55:00.040 100KEit/: 070 0 6 000 001 Fa RC A3 2C Ack F9 FC A3 2C 00 03 00 0C
11 16.05.2011 | 15:55:00.047 | 100KEit/: 078 2 ] 001 002 E7EF4CD6  Singlecast Command Class No Operatior | E7 EF 4C D6 01 81 00 0D
12 16.05.2011 | 15:55:00.052 | 100KBit/: 073 0 6 002 001 E7EF4CD6  Ack E7 EF 4C D6 02 03 00 0C
13 16.05.2011 | 16:02:01.186 | 100KBitf: 077 0 421154 | 002 255 E7 EF 4C D6 Brozdcast Node Info E7 EF 4C D6 02 01 00 19
14 16.05.2011 | 16:02 48 | 100K] 7 2 160 001 002 E7 EF 4C D& Multicast Switch Multilevel Stop Level C| E7 EF 4C D& 01 02 00 28|_||
15 16.05.2011 | 16:02:01.354 | 100KBitj: 2 10 001 002 E7EF4CD6  Singlecast Switch Multilevel Stop Level C| E7 EF 4C D6 01 81 00 0E
16 16.05.2011 | 16:02:01.385  100KEitf: 077 0 31 002 001 E7EF4CD6  Ack E7 EF 4C D6 02 03 00 0C
17 16.05.2011 | 16:02:01.400 | 100KBit/: 078 0 15 001 002 E7 EF 4C D6 Singlecast Switch Multilevel Get E7 EF 4C D6 01 81 00 0E
16.05.2011 | 16:02:01.405 | 100KEit/: O 0 E7 EF 4C D& E7 EF 4C Do 02 03 00 0C
IE---E--IE_E_
16.05.2011 | 16:02:01.415 | 100KBi 0 002 E7 EF 4C D6 Ad( E7 EF4C D6 01 03 00 DC
21 16.05.2011 |16:02:01.445 | 100KBi 8 0 32 331 002 E7EF4CD6 | Multicast Switch Multilevel Set E7 BF 4C D6 01 02 00 2C
22 16.05.2011 | 16:02:01.456 | 100KBit/: 078 0 11 001 002 E7 EF 4C D6 Singlecast Switch Multilevel Set E7 EF4C D6 01 81 00 OF _
3 1‘: |m: andd ALNTNE ACT  AnnWDaEl NTT n [ r\rl\l'; nnd C7 CC AT e Al | C7 CC A/ ME A7 0D nn r’\r'
| Frame Details
Header: Application:
Singlecast + || Command Class Switch Multilevel Command Class Switch Multilevel Command Class Switch Multilevel -
version: 1 version: 2 version: 3
Home ID: E7 EF 4C DS Switch Multilevel Report Switch Multilevel Report Switch Multilevel Report
Source Mode ID: 002
Header Type: Singlecast Frame Value: off/disable Value: off/diszble Value: off/disable
Resarved: false
SUC Present: false
Low Power: false
Ack: frue
Reserved: ag
Source Wakeup: 0
Extended: false
Length: 15 - -
E7 EF4C D502 81 00 OF 68 01 25 03 00 D1 FE
Frames: 35 (7 frames/sec; 295 Bjsec) Line: 19 Selected Count: 1, Timespan: 5 Is Filtered: False Port: COM 6 Freguency: 932 MHz (TF8 3CH)

Figure 12. Z-Wave Zniffer main application window
Z-Wave Zniffer main window has the same basic parts as other Windows applications:

= Title bar displays the name of the program. It may display also the name of opened/saved log
file.

= Menu bar contains items that you can click to make choices in a program. See Section 4.2
“Menu bar”.

= Toolbar. The row of buttons, which represents tasks you can do within a program. It provides
quick access to common tasks frequently accessed from the menus. See Section 4.3 “The
toolbar”.
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= Frame List pane displays all captured frames with summary information about every frame. By
clicking on any frame/row in this pane you control what is displayed in the other parts. See
Section 4.5 “Frame List pane”.

= Frame Details window displays one frame selected in the packet list pane in more detail. See
Section 0 “Frame Details window” below.

= Statusbar shows some detailed information about the current program state and the captured
data. See Section 4.7 “The status bar”.

4.2 Menu bar

On top of the main window is the application menu. It has the following items:

4.2.1 File menu

This menu contains items to create new, open, save and merge capture files, and to quit from Z-Wave
Zniffer. The File menu has the following items:

Menu item Keyboard Shortcut | Description

New Ctrl+N Clear the current log and initiate a new one and create a file
for it.

Open Opens a standard File Open dialog to open the saved log
and connect to it in real time.

Save Saves the current trace to a file.

Trace Comment

Add a comment to a trace.

Reload Command
Classes XML File

Reload the Command Classes XML file, if required. See
section 7.10 “Editing the Command Classes XML file”

Exit

Exits the application.
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4.2.2 Edit menu

The Edit menu has these items:

Menu item Keyboard Description
Shortcut

Copy Ctrl+C Copies the values of the selected frame into the clipboard.

Select All Ctrl+A Selects all elements in the current window (usually all frames).

Highlight Sub-menu with the items to operate the highlighted
rows/frames

Highlight Highlights all frames/rows with the same Source node ID as

by Source the selected one

Highlight by Destination Highlights all frames/rows that has the same Destination node
ID as the selected one

Highlight by Source and Highlights all frames/rows sent between the nodes shown as

Destination Source and Destination node of the selected one

Clear Highlighting Removes the active highlighting

Goto line... Ctrl+G Shows a dialog box where the user can enter a line number.
The Frame List will then change to this line.

Find... Ctrl+F Shows a search dialog box to navigate within the visible

frames in the Frame List

Sigma Designs Inc.
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4.2.3 View menu

The View menu has these sub items:

Frame Details Shows/hides the Frame Details window. For more details see
Section “Frame Details Window” below

Reset Sort Resets the sort order for Frame List to the default one (by Line
No.)

Autosize Automatically adjust the width of all columns in the Frame List
for the best appearance

Toggle Colors Switches on and off the foreground and background colors for
all trace items

Toggle Filter Applies/Hides the current display filter while leaving it active

Drop Filter Clears all the active display filter conditions

Add Watch Ctrl+Shift+W | Add new Watch window. See Section 7.5 “Watch”

Sigma Designs Inc.
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424 Capture menu

The Capture menu has these sub items:

Detect Zniffer Modules Detect Zniffer modules connected to available serial ports.

Port Selection The Port Selection sub-menu allows you to select which serial
port your Zniffer hardware (Z-Wave Module programmed with
sniffer embedded application) is connected to. This menu
contains only the serial ports that are installed on your
computer and your menu may vary. There is a check mark
next to the selected serial port.

Frequency Selection This menu will show you a list of frequencies supported by the
Zniffer device currently connected to the PC.

Click on the frequency to select it.

Detect Serial Ports Rescan available serial ports.

Start F5 Starts the capture using the Sniffer connected to the selected
port at the selected frequency

Pause Ctrl+Shift+P | Pauses capture. Capture can be resumed.
Stop Ctrl+Shift+S | Stops capture. A new capture can be started only.
Sigma Designs Inc. User Interface Page 17 of 41
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4.3 Thetoolbar

The toolbar is located directly below the main menu. It contains the following controls:

New = Creates new log and creates a file
for it.
Open Opens the previously saved Zniffer

log file. See Section 6.1 “Open file”.

Save Saves the current log into a file.
Trace =i Add comment to a trace.

Comment
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Start Starts the capture.
Pause Pauses capture.
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Stop Stops the capture.

Reload i Reload the Command Classes XML

Command file, if required. See section 7.10

Classes XML “Editing the Command Classes XML

file file”

Add Watch & Add new Watch window. See
Section 7.5 “Watch”

Go to line &= Navigates to the frame with the

number given Line No.

Find Specific 4 Opens a dialog to find a frame with

line specific characteristics.

Copy Copy a selected trace item(s) to the
clipboard

Reset Sort % Resets the sort order for Frame List

to the default one (by Line No.)
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Auto size Automatically adjust the width of all

Columns columns in the Frame List for the
best appearance.

Toggle Colors = Switches on and off the foreground
and background colors for all trace
items.

Drop Filter & Clear all the display filter conditions.

Toggle Filter Apply/Hide the current display filter
while leaving it active.

Zoom Change the font size in the frame list
pane.

Auto Scroll Click to start and stop automatically
scrolling to last trace items in the
Frame List.

Port The dropdown list selector of the
serial port for the application to run
on.

Detect Zniffer P Detect Zniffer modules connected to

Modules available serial ports.

Frequency Select working frequency.

4.4 Keyboard shortcuts

The following table contains the keyboard shortcuts.
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CTRL+C Copy the selected item to Windows Clipboard.

CTRL+A Select all items in a window (usually all frames in Frame List pane).
CTRL+N Clears the current log and initiate a new one.

CTRL+O Opens a standard File Open dialog to open the saved log.

CTRL+S Saves the current trace to a file.

ALT+F4 Exits the application.

ESC Cancel the current task (close active dialog).

F5 Starts the capture using the Sniffer connected to the selected port at the

selected frequency

CTRL+SHIFT+P Pauses capture. Capture can be resumed
CTRL+SHIFT+S Stops capture. A new capture can be started only
CTRL+G Shows a dialog box where the user can enter a line number.

The Frame List will then change to this line.

CTRL+F Shows a search dialog box to navigate within the visible frames in the Frame
List

CTRL+SHIFT+W Add new Watch window.
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4.5 Frame List pane

The frame list pane is a table that enlists all the captured or opened frames. This table has the following
columns:

Column Name Description

Line No. The line number for the frame.

Date The date when the frame has been captured.

Time The time when the frame has been captured.

Speed Transmission rate: 9600 bits per second or 40 kilobit per second

RSSI RSSI value as measured by the node

Channel Channel in use by the node

Delta Time since that last frame was captured, in milliseconds.

Source Node ID of the source device. If frame is being routed the following format is used:

xX(yy) where, xx is the node forwarding the frame from original node yy

Destination Node ID of the destination device(s). If frame is being routed the following format is
used: xx(yy) where, xx is the node forwarding the frame to ultimately reach yy.

Home ID The unique ID of the Z-Wave network where the frame originated.

Data Frame type, that is whether it is a Singlecast, Multicast, Broadcast or acknowledge
frame and whether it is routed or not. In case of routed frames the following format is
added: xx(yy)->zz, where xx is the node forwarding the frame, yy the original sender
and zz the destination.

Application Information about the application part of the frame.
Attention! The values for this column are taken from the frame using the data from
XML file

Hex Data Hex Dump of the entire frame.

To sort the Line No. column values descending, click its header. Please note a triangle sign on the right
that shows the current sort order. To sort the Line No. column values ascending, click the column header
again.

To automatically fit the width of all columns for the best appearance with the current display font settings
and window size, click Autosize Columns button at the toolbar.

4.6 Frame Details window

In the window below the Frame List pane, you can see the Frame Details with all the details about the
one currently selected frame.
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# | Frame Details

Header:

Broadcast

Home ID:

Source Mode I0:
Header Type:
Rasarved:

5UC Present:

Low Power:

el

Reserved:

Source Wakeaup:
Extended:

Lenath:

seguence Number:
Destination Node ID:

F7 85 16 AB
ooz
singlecast Frame
false

falze

false

false

uli]

i}

false

25

31

255

Application:

Z-Wave protocol Command Class

wversion: 1
Node Info

Protocal Version:
Max baud rats:
Routing:
Listening:
Security:
Controller:
Specific Device:
Routing Slave:
Beam capahility:
Sensor 250ms:
Sensor 1000ms:

Optional Functionality:

Spesd Extension:
Rezenved:

Generic Device Class:
specific Device Class:
Command Classes:

Z-Wave version Z0K 4.5x and ZDK &.0x
Reserved

frue

frue

false

falze

frue

frue

frue

false

falze

frue

100 kbps

u]

GENERIC_TYPE_SWITCH_MULTILEVEL
SPECIFIC_TYPE_PCANER_SWITCH_MULTILEVEL
COMMAMD _CLASS _SWITCH_MULTILEVEL
COMMAMND _CLASS _SWITCH_ALL
COMMAND _CLASS_MAMNUFACTURER_SPECIFIC
COMMAMD _CLASS_VERSION
COMMAMD_CLASS POWERLEVEL
COMMAMND _CLASS_NO_OPERATICN

Figure 13. Frame Details window

Zniffer parses the frames captured from RF using XML files (format R1) generated by the Z-Wave XML
Editor [3]. In addition, the Z-Wave XML Editor allows the customer to define command classes under
development or proprietary command class structures and thereby enabling interpretation in the Zniffer

tool.

To show/hide the Frame Details window click View menu, then click Frame Details or the arrow button
in the window top.

4.7

The status bar

Frames: 7 (0 frames/sec; 63 B/sec) Line: 2

F7B8616A30201001981FF0101C59C001 11012627 7285730058 C8
Selected Count: 1, Timespan: 818

Is Filtzrad: False Port: COM 6 Frequency: 932 MHz (TF8 3CH)

Figure 14. Status bar
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In the status bar on the bottom, you can see status information:

Area

Description

Frames: N (X frames/sec; Y B/sec)

Total count of the frames that have been captured in the log and the
average data speed.

Line: N

Line number of the current frame

Selected Count; X Timespan: Y

Quantity of selected frames and the total time span of these selected
frames calculated on basis of Delta values

Is Filtered: False/True

Status of the current display filter. It displays “Filtered: True” if some
display is active or “Filtered: False” if display filter is inactive or
display conditions are empty.

Note! After starting capturing the traffic, you may see an empty
Frame List pane while traffic is coming. Check the Filtered state at
the status bar to make sure you have no display filter that prevents
frames from being displayed in the Frame List.

Port: X

Active Port selection

Frequency: X

Active Frequency selection.
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5 CAPTURING LIVE RF TRAFFIC

5.1 Introduction

Capturing live Z-Wave network RF messages is one of the major features of Z-Wave Zniffer.
Zniffer capture engine provides the following features:
= Capture messages from all Z-Wave devices within direct RF range.

= Stop the capture on different triggers like: capture duration, captured number of frames, size of
log file.

= Simultaneously show decoded frames while keep on capturing.

5.2 Prerequisites

Setting the environment you need to capture the Z-Wave network RF communication for the first time
could be tricky.

You need the following items:

= Z-Wave module. ZW040x based Z-Wave module is recommended. This module supports
9.6 kbps, 40 kbps and 100 kbps RF communication.

= Firmware in a correct HEX file to be flashed for running the Sniffer on Z-Wave module.
Sniffer_ZWO040x.hex is needed for the recommended Z-Wave module.

= Available COM port with properly connected Z-Wave module

5.3 Capturing interface

To check or select the COM port where Z-Wave Zniffer application will look for Z-Wave module with
Sniffer firmware connected, under Capture menu, select Detect Zniffer Modules (or click the
corresponding button on the toolbar)

Z-Wave Zniffer x|

\ii) Detect operation is starked, Detected zniffer modules will be updated in ports list,

Please use port selection combobox or Capture- =Port selection menu ikem
for select part,

Figure 15. Detect Ports dialog

After this, select the proper COM port from the dropdown list. If any port is connected to Z-Wave device,
then it displays also some system information for that device — chip type and revision and firmware
version and revision.
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To check or select the frequency of RF communication that Zniffer will capture, click Capture, then click
Frequency Selection item (or select from the dropdown list on the toolbar). Select an appropriate
frequency region in sub-menu that appears.

5.4  Start capturing

To start capturing the RF communication of Z-Wave network, click the Start button at the toolbar. Or
press F5 key on your keyboard. Or click Capture file, and then click Start item.

If Start action is initiated in the newly opened environment or after the Pause action then:
= the capture will continue (resume) without clearing the capture
= the Delta for the first frame is zero
If Start action is launched after the Stop action then it checks either the capture has been saved:
= If the capture has been saved then it starts the new capture.
= If the capture has NOT been saved then it opens the confirmation dialog with standard question

about saving the unsaved data and Yes and No buttons. If Yes clicked then clear the Frame List
and immediately start the new capture. If No is clicked then nothing happens.

5.5 Pause capturing

Pause action interrupts the capturing RF communication of Z-Wave network. To pause capturing, click
Pause button at the toolbar, or press Ctrl+Shift+P shortcut on your keyboard, or click Capture menu
and then click Pause item.

The second click on Pause button works in the same way as the Start button:

= the capture will continue (resume) without clearing the captured Frame List

= the Delta for the first frame is zero

5.6 Stop capturing

Stop action stops the capturing RF communication of Z-Wave network without the possibility to continue
the capture. To stop capturing, click Stop button at the toolbar, or press Ctrl+Shift+S shortcut on your
keyboard, or click Capture menu and then click Stop item.

5.7 Restart arunning capture

To restart capturing do Stop and Start actions as described above. If you captured any frame it will open
a confirmation dialog.
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9 The current log has naot been saved,
‘H-"(}‘ Are you sure wou wank to clear the current log?

| fes | [ Mo

Figure 16. Clear the capture confirmation dialog
Click Yes to continue with clearing out the captured Frame List. Or click No to cancel the capture restart

and remain with the captured Frame List.

5.8 Saving the trace to afile

To start saving the trace into a file, use the Create New Trace option. Use File > New from the main
menu, or Create New Trace from the toolbar. You will be asked to Save As your trace before starting
capture.

5.9 Troubleshoot capturing frames
Here are solutions to some common problems with capturing the frames in Z-Wave Zniffer.

5.9.1 Capture starts but Frame List is empty
This could be caused by these typical reasons:

= Capture interface has not been selected or wrong port and/or frequency has been selected.
Check the current interface selection using the information that Status bar displays on the right.

Pork:Cioml Frequency:908.42MH2 l{_LIS_]I

Make sure you have selected the correct COM port and frequency before stating the capture.
Use the Capture menu to change the interface selection.

= Display Filter is applied. The frames are coming but Frame List is empty because all the frames
are filtered out. Check this current status of Display Filter using an icon in Status bar.

W Filtered

To fix this temporarily de-activate the filter using Toggle Filter button at the toolbar or drop the
filter if you don’t need it anymore using Drop Filter button at the toolbar.

5.9.2 Frame List does not scroll automatically

In some cases Frame List could not scroll automatically while Auto Scroll option is selected. This could
be caused by non-default sort order you have applied. Sort order is very easy to change by simple click
on any column heading. Please note, that Auto Scroll option automatically scrolls the Frame List to the
last frame, which is the frame with the greatest LineNo value. Some sort order could make the new
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frames to appear in the beginning of the Frame List, which could look confusing.
To apply the default sort order, click Reset Sort button at the toolbar.
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6 FILE INPUT/OUTPUT

6.1 Openfile

1. To open any previously saved log file, click File menu, then click Open. Or press Ctrl+O
keyboard shortcut. Or click Open button at the toolbar. Standard Open dialog appears as shown

& eF EB-

?)x)

at Figure 17.
Open
Lok, jr: | I3 Ztraces j
" 'Z:I 1.zf 'Z:I zz.zlf
I 3;5 ) 2 2If
MyRecent  |«2)3.2F
Documents -z::l elowpan.2F
'_’“L' 2 111.2F
«2) 222 2
Desktop oz::l niF . 2IF
'Z:I riwi, zIf

by M etworl,
Places

«Z) W IFail, 2IF

"'J-ﬂ pctope. zIf

'Zﬂ RegModelejghbllpdatesl . zIf
'ZC:I rer.2lf

'i:I saved.zlf

'i] some_capkure, zIF

+Z) Tozz07 .2

File name: ||

Filez af type: |Zniffer v files [7.2IF)

[~
El

Open |
Cancel

Figure 17. Open file dialog
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2. Inthe Look in list, click the folder, drive, or Internet location that contains the file that you want to
open.

3. To check or select the file type, use Files of type drop-down list. Current Z-Wave Zniffer
supports two file types: .ZBF files that are binary data files and .ZNF files that are plain text files
saved using the Zniffer version 1.0. The native ZBF file format is selected by default.

4. Inthe folder list, locate and open the folder that contains the file.

5. Click the file, and then click Open.

Another option is to open a log file directly from the Windows environment.
1. Find the file that you want to open.
2. Double-click the file to start Z-Wave Zniffer and open the selected file.

If you have a file that will not open, you probably need to install Z-Wave Zniffer.

6.2 Save afile

It is recommended to save the captured frames in a file to avoid losing data unexpectedly due to a power
failure or other problem.

To save your capture file, stop the trace, click the Save button at the toolbar; or press Ctrl+S keyboard
shortcut on your keyboard; or click File menu and then click Save.

Type a name for the file in the Save As box.

To specify the range of saved frames, select one of the available options using the File > Save As
option:

= Selected Items, to save the selected frames only;
= Filtered ltems, to save the filtered frames only;

When finished, click Save.

6.3 Add acomment to the trace

It is possible to add a text comment to the trace. Select File > Trace Comment from the main menu or
Trace Comment on the Toolbar to add your comment.

6.4 Open files saved in older Zniffer formats

The current version of Zniffer creates log files in .ZLF format. However, it can also read .ZBF and .ZNF
file formats created with previous version of the Zniffer application. To do this, the File Converter
application must be installed in addition to the Zniffer application.
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7 WORKING WITH CAPTURED PACKETS

7.1  Navigation within frames
To simplify the navigation within frames in Frame List use Go To Line and Find dialogs.

7.11 Navigation with Go To Line dialog

To quickly navigate to a frame with any given Line No, use Go To action. Click Edit menu, then click
GoTo Line item. Or press Ctrl+G shortcut at your keyboard. Or right-click at any row in Frame List and
select Go To item in shortcut menu.

Go ko Line

Go to Line Number: 47

[ ok | cancel

Figure 18. Go To Line dialog

To quickly navigate without opening a separate Go To Line dialog, use Go to Line textbox and button at
the toolbar. Enter the Line No value and press ENTER on your keyboard or click the Got To button.

7.1.2 Navigation with Find frame dialog

To open Find dialog, click Edit menu, then click Find item. Or press Ctrl+F shortcut on your keyboard.

Date: | Select 3 date E | - | select 2 date E I

SOUrce: () show () Hide
Destination: (&) Show () Hide
Home 1d: (&) show () Hide
Data: (%) show () Hide
Application: (Z)=how () Hide

IUse * to represent any series of characters at the begining or at the end

Use ; to delimit values

| FindNext | Cancel

Figure 19. Find frame dialog
Find dialog includes control to set the find criteria by several columns:

= Date;
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= Source Node ID

» Destination Node ID

= Home ID

= Time

= Data - contains the list of available human-readable values in favor of hexadecimal codes;

= Application - contains the list of available human-readable values in favor of hexadecimal codes.
Select the required comparison operator and enter or select the required value for every field you want to
look for.
Select the search direction, that is top-down by default.
To navigate to the next occurrence of the frame that meets the entered criteria, click Find Next or press
ENTER button on your keyboard. Find dialog changes the active row in Frame List and remains on the
top of other Z-Wave Zniffer until been intentionally closed.
To exit from Find dialog, click Cancel button at the bottom of the dialog or click Close button at the title

bar.

7.2 Highlighting frames

To highlight the frames you need, right-click at the frame you would like to use as a sample and select
Highlight Frames item in shortcut menu. It has the following sub-menu items:

= By Source Node ID highlights all frames that has the same Source node ID as the selected one;

= By Destination Node ID highlights all frames that has the same Destination node ID as the
selected one;

= Highlight by Source and Destination highlights all frames sent between the nodes shown as
Source and Destination node of the selected one;

= Clear Highlighting removes any active highlighting.

Right-clicking on the column header and selecting any of the highlighting options will result in
corresponding highlighting of all frames.

7.3 Using display filter

To reduce the amount of the frames that are displayed at Frame List use filters.
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Attention! Please note that display filter affects the displayed frames while the total captured frames
remains untouched.

Filtering can be applied by Date, Source, Destination, Home ID, Data, Application.

To apply the display filter that uses some value for the filtering criterion, use Filter icon at the column
heading in the Frame List. Click the icon to open the drop-down list with the available values.

T Home Id T Data T Application Hex Data

D

Home Id: Eg* (=) show (O Hide 1
a1

IUse * to represent any series of characters at the begining or at the end "
Uze ; to delimit values 1
11

.

e ——————— S — S .
F7 86 15 A3 Broadcast Mode Info F7 86 16 AB 02
F7 86 15 A3 Broadcast Mode Info F7 86 16 AB 02

Figure 20. Quick filter drop-down list for Destination column
Enter the required value to apply the filtering by this value only.

Clear the input field and press OK to drop the active filter.

7.4  Control active filters

To clear the filtering conditions, click Drop Filter button at the toolbar.

To activate/deactivate the current filter while pre-serving it, click Toggle Filter button at the toolbar.

7.5 Working with encrypted frames

Some of the frames that Zniffer captured could be secure (encrypted) frames. The frames that Zniffer
was unable to decrypt using known encryption keys contain a special Decrypt link in the Frame Details
window as shown at the figure below.
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C:\Documents and Settings\ddal.ocal Settings\Tempiznf_data.zlf - Z-Wave Zniffer

Fil= Edit View Capture Tools Help
N @2 sz d &l B v Zoom: 100% ~ | Auto Scroll
Port: Freguency: 932 MHz (TF3 3CH) -
Ling No T Date Time Speed RSSI  Channel Delta T Sourc T Destinn T Home Id T Data T Application Hex Data
41 18.05.2011 | 20:33:18.571  100KBitf: 078 1] [ 001 002 FO 93 D4 85 LTX.Ack F0 53 D4 85 01 «
42 18.05.2011 | 20:33:18.603 | 100KBit/: 078 1] 30 001 002 FO 93 D4 85 singlecast Security Scheme Get F0 53 D4 85 01
43 18.05.2011 | 20:33:18.652 | 100KBitf: 078 2 50 001 002 FD 93 D4 85 singlecast Security Scheme Get F0 53 D4 85 01
+4 18.05.2011 | 20:33:18.713 | 100KBitf: 077 0 61 002 001 FO93 D485 Adck FO 83 D4 85 ¢
45 18.05.2011 | 20:33:19.041 | 100KBitf:| 077 0 328 002 001 F0 53 D4 85 Singlecast Security Scheme Report F0 83 D4 85 0:
45 18.05.2011 | 20:33:19.055 | 100KBitf: 078 2 5 001 002 FO93 D485 Adk F0 83 D4 85 01
47 18.05.2011 | 20:33:19.082  100KBit/: 079 2 36 001 002 F0 93 D4 85 Singlecast Security Nonce Get F0 83 D4 85 01
48 18.05.2011 | 20:33:15.088 100KBit): 077 0 [ 002 001 FO93 D485 Adk F0 83 D4 85 0C
49 18.05.2011 | 20:33:19.105 | 100KBitf:| 077 1] 16 002 001 FO 93 D4 85 _sing|eca“t Security Nonce Report F0 53 D4 85 0:
18.05.2011 | 20:33:19.110  100KBitf: 078 2 FO 93 D4 85 F0 53 D4 85 01
_-EE-E--EE-EE-_
18.05.2011 | 20:33:19.158 | 100KBitf: 077 2 15 FO 93 D4 85 F0 53 D4 85 0:
53 18.05.2011 | 20:33:19.198 | 100KBitf: | 077 2 40 DDZ DDJ F0 53 D4 85 Jlnglecast Security Nonce Get F0 83 D4 85 03
Lo ] 18.05.2011 | 20:33:19.203 | 100KBitf: 078 0 [ 001 002 FO93 D485 Adck F0 83 D4 85 07
55 18.05.2011 | 20:33:19.218 | 100KBit/: 079 0 13 001 002 F0 93 D4 85 Singlecast Security Nonce Report FO 83 D4 85 07
56 18.05.2011 | 20:33:15.223 100KBit): 077 2 [ 002 001 FOS3 D485 Ack FO 83 D4 85 0
57 18.05.2011 | 20:33:19.250 | 100KBitf:| 077 0 25 002 001 F0 83 D4 85 Singlecast Security Message Encapsulati FO 93 D4 85 02
58 18.05.2011 | 20:33:19.261  100KBitf: 078 2 13 001 002 FO 93 D4 85 Ack F0 53 D4 85 07
59 18.05.2011 | 20:33:19.274 | 100KBitf: 078 2 13 001 002 FO 93 D4 85 singlecast Security Nonce Get F0 53 D4 85 01
60 18.05.2011 | 20:33:19.280  100KBitf: 077 1] [ 002 001 FO 93 D4 85 Ack F0 53 D4 85 0:
61 18.05.2011 | 20:33:19.293 | 100KBitf:| 077 0 11 002 001 FO 53 D4 85 Singlecast Security Nonce Report FO 83 D4 85 ¢
62 18.05.. 2011 20:33:19.298 ICH]KBIU 078 2 7 001 002 FO93 D485 Ak FOS3D48500
< m | »
# | Frama Details
Header: Application: %
Singlecast + || Command Class Security .
wersion: 1 [l
Home ID: FO 93 D4 85 Security Message Encapsulation
Source Mede ID: 001
Header Type: Singlacast Frame Initialization Vector byts: 0198 E6 84 7F C3 2145
Reserved: false Sequence Counter: 15
SIC Present: false Sequenced: true =
Low Power: false Second Frame: frug
Ack: true Reserved: 2
Reserved: o0 Command Class identifier: 14
Source Wakeup: o0 Command identifier: OF
Extended: False Command byte: AB 9D 78 13 67 F7 BC A8 76 EA DB 60 D6 6F 66 5C m
Length: 50 ~ || Receivers nonce Identifier: ) 28 -
FOS3 04850181 003201 0293810158 E6847FC3 2145 EBF1ADFABOD 781367 F7/BCAB 7O EADB 60 DESFSE3C 28 IAFFCEBE 65 A3 34 3665 DA
Frames: 74 (19 frames/sec; 691 Bfsec) Line: 51 Select=d Count: 1, Timespan: 33 Is Filtered: False Port: COM 6 Freguency: 932 MHz (TF8 3CH)

Figure 21. Decrypt button in the Frame Details window

To enter the required key click the Decrypt link or press Ctrl+Shift+D shortcut at your keyboard.
Encryption Key dialog appears as shown at the figure below.

key: 00 00 0000 000D 0O 00 00 00 00 00 00 00 00 00

[ ok | cancal

Figure 22. Encryption Key dialog

Attention! Zniffer is unable to automatically define what particular key should be entered — either
network key for a whole Secure Z-Wave Network or temporary (inclusion) key for some node. So user
has to follow the sequence of the events/frames and define what key should be entered.
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The key values according to the Secure Command Class Specifications should be 16 hexadecimal
values long. Encryption Key dialogs supports two possible formats — space-separated values (e.g. “01 02
03 04...") and continuous string (e.g. “01020304...").

Zniffer adds trailing zeros 0x00 up to 16 hexadecimal values. So if you have to enter “01 02 03 04 00 00
00 00 00 00 00 00 00 00 00 00" you can enter just “01 02 03 04" or “01020304".

Attention! Note please that Encryption Key dialog accepts even number of values only.

Click Ok to apply the entered key and store it into the Key Storage that Zniffer will try to use for any
secured frame within current capture.

If the frame could be decrypted using the key user provided then Zniffer displays the decrypted
information in the Frame Details window. If the key is incorrect then the Notification tooltip appears in the
Frame Details window as shown at the figure below.

- Frame Details - X

HomelID: 00000012 SrcModelD: 001 DsthodeIl: 003
Header Type: Wakelp Beam Speed: none SingleCast Request ACK Sequence Mumber: 11 Length: 32 bytes
= Application Layer: Security Message Encapsulation  Decrvpk

Initialization Yector byte: CD ZF 64 AE 79 A4 1]
Command Class identifier: 99
Command identifier: 54 Incorreck key, Please click on link above or use Chrl+Shift+0 and ey again,
Command byte: 88
Receivers nonce Identifier: 02
Message Authentication Code byte: 08 77 F2 51 E7 E4 DA 03

j'J Security Motification

Figure 23. Notification tooltip about incorrect key
Attention! Note please that all the keys user provided are saved in the .ZBF file and restored

automatically during file opening.

7.6 6lowPAN Datagrams

Zniffer can parse 6lowPAN datagrams. When the trace contains traffic with 6lowPAN datagrams, select
Tools > 6lowPAN Datagrams, and press the Parse button in the 6lowPAN Datagram pane.

The Frame Details pane will show parsed information obtained from the selected 6lowPAN datagram.
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D:\Work\Z-traces\6lowpan.zIf - Z-Wave Zniffer
File Edit WView Capture Tools Help

ER=2" =N # sa 5= s i':—E‘ e Zoom: 100% - Port: COM & ~ [ | Frequency:
| Watches

SLowPan Datagram (% ‘

| Parse |

Line No  Date Time Source Destination Protocol Data

T 21.01.2011 0Z:06:47.946 2003::1 2003::3 IPVE 7A 00 3A 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 01 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 0F 80 00 45 60 EA 00 00 00 00 00 00 00 O «

|21.01.2014 | 03:06:48.063 | 2003::3 1 2003::1__|TPV6__|72 00 00 3A 20 03 00 00 00 00 00 00.00 00 00 00 00 .00 00 03 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 01 81 00 44 60 EA 05 00 00 SE 12 SE Gifl

3 21.01.2011 03:06:46.949 2003::1 2003 IPVE 74 00 3A 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 01 20 03 00 0O 00 00 00 00 00 00 00 00 00 00 00 03 80 55 25 SE EA 00 00 00 00 00 00 00 OC__
4 21.01,2011 03:06:45.950 2003::1 2003 IPVE 7A 00 3A 2003 00 00 00 00 00 00 0O 00 00 00 00 00 00 01 20 03 00 00 00 O 00 00 00 00 00 00 00 00 00 03 80 55 18 58 EA 00 00 00 00 00 00 00 OC

5 21.01,2011  03:06:50.955 | 2003::1 2003 IPVE 7A00 3A 2003 00 00 00 00 00 00 00 00 00 00 00 00 00 01 20 03 00 00 00 OC 00 00 00 00 0O 00 0O 00 00 03 80 55 98 12 EA 00 00 00 00 00 00 00 OC

& 21.01.2011 05:06:51.955 2003::1 2003 IPVE 7A 00 3A 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 01 20 03 00 00 00 OO 00 00 00 00 0O 00 00 00 00 03 80 55 SE CC EA 00 00 00 00 00 00 00 O

7 21.01.2011  03:06:52.965  2003::1 2003 IPVE 7A00 3A 20 03 00 00 00 00 00 00 0O 00 00 00 00 00 00 01 20 03 00 00 00 OO 00 00 00 00 0O 00 00 00 00 03 80 55 F2 77 EA 00 00 00 00 00 00 00 OC

" 21 M 7011 N3NA53 954 2NN3:+1 20N3+ 3 TPVAR Ta 0N 34 20 03 0N 000N N0 N0 NN NN AN 00NN M NN 0N N1 20 03 A0 00 NN 00 N0 00 00 N0 N0 NN NNNN 00 N3 AN 55 N0 32 Fa NN N0 00 N0 N0 N0 nn ne x
4 | Frame Details

4 SlowPAN Datagram
4 ElowPAN IPHC [compressad)
IP Dispatch: 0x03
Traffic Class, Flow Label (TF): 0x02
Next Header (NH): 0x00
Hop Limit {HLIM); £x02
Context Identifier Extension (CID): Ox00
Source Address Compression (SAC): 0x00
Source Address Mode (SAM]): 0x00
Multicast Comprassion (M): Cx00
Destination Address Compression (DAC): 0x00
Destination Address Mode (DAM): 0x00
In-line IP Fields: 00 3A 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 03 20 03 00 00 00 00 00 00 00 00 00 00 00 00 00 01
4 Decoded IP Packet
a 1P Header
“Wersion: IPvE
Traffic Class: (v00
Flow: 0x00
Payload Length: 64
Next header: (ICMPVE) Dx3a
Hop limit: 0x40
Source: 2003::3
Destination: 2003::1
4 ICMP Header
Type: Echo Reply
Code: 0
Checksum: Ox446d
Identifier: Ox=als
Sequence Number: Oxd0 ()
Data:

Frames: 132 (0 frames/sec; 0 Bfsec) Line: 131  Selected Count: 1, Timespan: 0 Is Filtered: False Port: COM 6 Freguency:

Figure 24. 6lowPAN Datagrams pane

7.7 Transport Service Datagrams

Zniffer can parse transport service datagrams. When the trace contains traffic with transport service
datagrams, select Tools > Transport Service Datagrams, and press the Parse button in the Transport
Service Datagram pane.

The Frame Details pane will show parsed information obtained from the selected transport service
datagram.

7.8 Watch

Watch allows tracking the rare frames and fast navigating to occurrence in the trace.

To open Set up watch filter dialog, click View menu, then click Watch. Or press Ctrl+Shift+W keyboard
shortcut.
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S5et up waitch filter E|
Date: | setect 2 date [73) | - |Select a date [F3] |
SOUrce: () show () Hide
Destination: (&) Show () Hide
Home 1d: (&) show () Hide
Data: (%) show () Hide
Application: (Z)=how () Hide
IUse * to represent any series of characters at the begining or at the end
Use ; to delimit values

[ ok | cancel

Figure 25. Watch Criteria dialog

Enter the appropriate criteria using any combination of the available entry fields:

Date;

Source Node ID, to use the values of source node ID as a criterion. Specify either single value
(with the “Equal” operator) or click ellipsis button to specify the list of the values in a separate
popup dialog (with the “List” operator).

Destination Node ID, to use the values of destination node ID as a criterion. Could be used with
several operators: Starts with, Ends with, Contains, Equals, and List.

Attention! Due to special handling of the destination node ID especially in Multicast frame type,
its values should be entered with leading zeros, e.g. “003” instead of “3” and “034” instead of
“34”.

Home ID, to use Z-Wave Network ID as a criterion. Could be used with several operators: Starts
with, Ends with, Contains, Equals, and List.

Data, to use that parsed human-readable description of the frame

Application, to use that parsed human-readable description of the frame.

To apply the criteria to the Watch window, click Ok.

The figure below displays a sample Watch window.
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~ | Watches

Watch 1 [%] |

Line No T Datz  Time speed  RSSI  Channel Delta ¥ Source ¥ Destini ¥ HomeId v Data T Application Hex Data

75 18.05.2011 | 20:50:34.942 | 100KBit/: 078 1] 103363. | 001 255 ES BE CE 22 Broadcast Node Info ESBECEZ2 «

76 18.05.2011 20:50:35.562 100KEit! 079 0 620 001 255 ES BE CE 22 Broadcast Node Info ESBECE2

77 18.05.2011 | 20:50:35.761  100KBit: 078 1] 159 001 255 ES BE CE 22 Broadcast Node Info ESBECE2

78 18.05.2011 20:50:35.961 100KBit!: 078 0 200 001 255 ES BE CE 22 Broadcast Node Info ESBECE2
o .

Figure 26. Watch window displays frames

7.9 Best practices in handling the frames

7.9.1 Select the specific frames

Sometimes it is difficult to manually select the specific frames while selection is required to target the
range of the frames to perform the further action upon.

Here are the recommended solutions:

= Highlight the frames by specific Source node ID, Destination node ID or between specific
nodes, and then click Select Highlighted. See section 7.2 for more details.

= Apply display filter to reduce the amount of visible frames by specific criteria and then click
Select All. See section 7.3 for more details.

7.9.2 Operate the large capture

After running the Zniffer in very active Z-Wave network, it can capture very big amount of frames that is
rather difficult to operate with. Another reason for reducing the amount of frames is the need to send the
capture file with specific frames for analysis to somewhere else.

Here are the recommended solutions:

= Select the specific frames and then click Save As to save as new file. Select Selected only
option in Save Iltems drop-down list and finally click Save. For more details, see section 6.2.

= Apply filter using Filter dialog or quick filter and then click Save As to save as new file. Select
Displayed option in Save Items drop-down list and finally click Save. For more details, see
section 7.3.

= Before starting the capture, specify the criteria for automatic saving the multiple files when some

condition is reached using Capture Options dialog. For more details, see section Error!
Reference source not found..

7.10 Editing the Command Classes XML file

If the Zniffer does not parse user-defined command classes, it is required to edit the Command Classes
XML file manually.
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In Windows 7, the Command Classes XML file is located at
C:\Users\{usernamePAppData\Roaming\Sigma Designs\Z-Wave Zniffer

In Windows XP, the Command Classes XML file is located at C:\Documents and
Settings\{username}\Application Data\Sigma Designs\Z-Wave Zniffer

When the Command Classes XML file has been edited manually, it must be reloaded in the Zniffer
application. Select File > Reload Command Classes XML file from the Main Menu or press the button
on the Toolbar.
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